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Objective of this Brief 
This policy brief discusses the 

question: “Can Governments 

respond to the COVID-19 

pandemic and still respect 

personal privacy?” 

It aims is to:   

 present a brief 

environment scan of how 

technology is being 

applied across many 

countries to effectively 

control the resurgence or 

second wave of the 

pandemic (see Appendix) 

 synthesize the views of 

global experts relating to 

COVID-19, technology 

and data privacy 

 offer contextualized 

potential solutions to 

inform policy decision 

making i.e. how 

governments can 

respond effectively and 

in a timely manner. 

 

Background 

Covid-19 

COVID-19 is an infectious 

disease caused by a recently 

discovered coronavirus, 

namely SARS-CoV-2. 

Coronaviruses are known to 

cause respiratory infections 

ranging from mild to severe 

in humans.  COVID-19 is 

claimed to have emerged in 

December 2019 and has 

evolved to become a life-

threatening global pandemic 

[1].  

 

Governments around the 

world are searching for 

solutions to respond 

effectively to this crisis. Initial 

efforts ranged from control 

measures, such as 

implementing quarantines 

and physical distancing, to 

ramping up efforts to find a 

vaccine and testing for the 

virus.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

How this brief was developed? 

The brief draws upon the “Witness Seminar” 

methodology, developed in the 1990s by The 

History of Twentieth Century Medicine Group 

of the Wellcome Trust [2] wherein group 

discussions of special interest on selected 

topics are made and proceedings are 

transcribed/published without the goal of 

reaching consensus. With the physical 

distancing measures implemented in Canada, 

a  one-day, “Witness Webinar” was held via 

Zoom platform on  May 5, 2020.  The 

witnesses included individuals from 

academia, the public sector, the private 

sector and non-governmental organizations 

with backgrounds in public health policy and 

research, biomedical research, ethics, law, 

technology, communications, privacy and 

data protection, civil liberties advocacy, 

primary health care, art curation, and 

entrepreneurship who were from Canada, the 

United States, Australia, the UK, Ireland, 

Switzerland, and Japan.The proceedings ( see 

link: https://covidprivacy.pwias.ubc.ca/ ). The 

synthesis in this brief is intended to present a 

summary of focal themes that emerged from 

an analysis of the Witness Webinar 

discussion. It is not intended to represent  a 

consensus view.  

 

 

 

https://covidprivacy.pwias.ubc.ca/
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At present, efforts from 

governments are focused on 

preventing a second wave, 

i.e., reopening economies 

safely, relaxing quarantines, 

yet preventing resurgence of 

the disease. 

Technology 

Governments are discussing 

the use of or, in some cases, 

already implementing 

technologies, such as 

‘contact tracing apps’, 

quarantine enforcement 

apps, ‘immunity passports’, 

and health screening apps. 

Examples of these 

technologies are provided in 

the appendix. 

 

Data Privacy 

While these technologies are 

being implemented across 

many countries effectively 

(for example, in Taiwan, 

Singapore, Australia, Finland) 

there are contextual 

concerns with privacy raised 

in many countries, including 

Canada.  

 

Concerns and Potential 

Solutions 

Mass Surveillance and Loss 

of fundamental freedoms 

According to a number of the 

lead witnesses, the use of 

contact tracing apps raised 

concerns about mass 

surveillance and the 

potential loss of fundamental 

freedoms [3].  Witnesses also 

identified that forcing 

individuals to use immunity 

passports, or socially 

stigmatizing them if they 

refused, is also a challenge as 

it essentially removes 

individuals’ freedom to 

choose [4].  

 

Government overreach i.e. 

temporary surveillance 

becomes permanent  

Some witnesses expressed 

apprehensions about 

temporary data collection 

and surveillance measures 

that can be expanded or 

made permanent in the long-

term.  

 

Some witnesses pointed to 

historical examples that 

tracking and surveillance of 

citizen activities can often 

continue after an emergency 

[5]. As lead witnesses 

observed, this phenomenon 

occurs as governments like 

to retain their powers (and, 

by extension, data they hold) 

and are reluctant to 

relinquish this power, once 

they have acquired it [6]. 

 

Obtaining Citizen Consent 

Witnesses also pointed to a 

basic flaw with current 

approaches to obtaining 

consent [7]. Some 

researchers argue that the 

use and availability of 

unconsented data is 

necessary and justifiable in 

pandemic contexts where 

the common good is prime 

[8]. As evidenced by lead 

witnesses (and also from 

research evidence), citizens 

will agree to the use of 

unconsented data when they 

understand the urgency of 

the common good, provided 

there is appropriate 

governance as well as 

communication with citizens 

[9]. 

 

Discrimination and 

Marginalization 

Lead witnesses also 

cautioned that fear of mass 

data collection and 

surveillance can be acute 

among specific segments of 

the population [10]. For 

some groups, the 

conversations about using 

health technologies, for 

tracking and tracing can be 

“very triggering” [11] of fear 

as a sentiment. There is 

potential for data gathered 

by COVID-19 related apps to 

further discriminate against 

already marginalized groups. 

A recent news report from 

South Korea describes how a 

contact tracing app raised 

controversy over possible 

discrimination against LGBTQ 
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individuals due to public 

disclosure of information 

that allowed for patient 

identification [12]. 

 

Excessive Privacy 

protection adversely 

impacts Public Health  

Some lead witnesses pointed 

to the risk of critical public 

health data being unavailable 

due to excessive privacy 

restrictions and saw the 

value of keeping collected 

information even after the 

pandemic for research 

advancing the common good 

[13].  

 

Witnesses pointed to privacy 

restrictions causing barriers 

to secondary use of clinical 

data in medical research or 

preventing the tracking and 

tracing of older adults who 

are living with dementia and 

who wander and go missing 

permanently [14]. 

 

COVID-19, Technology 

and Privacy: Call to 

Action 

Design and Use Privacy-

Preserving Technologies  

In order to effectively realize 

the benefits of technology, 

lead witnesses emphasized 

the need for human-centred, 

collaborative, privacy-by-

design applications (e.g. 

contact tracing apps) and 

also the use of privacy-

preserving technologies (e.g. 

Blockchain) [15]. The Google-

Apple API was mentioned as 

a well-suited example of a 

privacy preserving approach 

[16]. A number of witnesses 

described the advantages of 

Self-Sovereign Identity (SSI) 

technologies, which place 

control of data in individuals’ 

own hands. The basic tenets 

of SSI are that: (1) every 

individual is the original 

source of their own identity; 

(2) identity is not an 

administrative mechanism 

for others to control; and (3) 

each individual is the root of 

their own identity and 

central to its administration 

[17].  

 

Witnesses recommended 

privacy impact assessments 

as a measure to ensure that 

all technologies preserve 

privacy and handle data 

appropriately [18]. 

 

Maintain Trust through 

Transparent and Timely 

Communications 

Witnesses noted the 

importance of being 

transparent with citizens, 

explaining how technologies 

involved in data collection 

actually work, how their data 

will be collected, and the 

purpose for which data will 

be used [19].  Individuals 

need to understand why the 

data collection is necessary 

and that its use is 

proportionate and justifiable.  

 

The Australian government’s 

approach to introducing a 

contact tracing app was 

mentioned by a lead witness 

as a good example of how to 

communicate/engage with 

citizens and maintain trust 

[20] while effectively 

implementing a privacy 

preserving approach. The 

lead witness mentioned the 

introduction and 

implementation of new 

legislation that clearly 

indicates to citizens that 

their data will not be 

available for any misuse or 

control/surveillance in any 

manner after the pandemic 

had passed (end of 2020), 

even with a court order. 

Furthermore, the data 

collected is only available to 

public health authorities 

within affected individuals’ 

own geographic jurisdictions 

in order to implement 

appropriate public health 

measures, and for a certain 

period of time only [21]. A 

recent report suggests that 

Australian government 

communication around the 

role of the app in reopening 

the economy safely has had 
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an impact on the public’s use 

of the app [22]. 

The key learning from this 

experience is directly 

transferable to the Canadian 

context, according to a lead 

witness from Australia [23]. 

Decide Now on an “After 

the Pandemic” Future 

Lead witnesses raised the 

need to decide up-front on 

how much of any data 

collected may be retained, 

and for what purposes [24]. 

It was noted that information 

and privacy commissioners 

have an important role to 

play in such decisions [25]. 

Witnesses also urged caution 

when introducing new 

legislation in a time of crisis. 

If legislation is introduced, or 

when emergency powers are 

invoked, they recommended 

ensuring there are sunset 

clauses in place with firm 

dates and rigorous follow-up 

[26]. 

Develop a Prevention and 

Preparedness Plan for the 

Next Crisis 

Decision-making during a 

crisis is difficult. Some 

witnesses pointed out that it 

will be beneficial to own up 

to mistakes and consider 

what lessons there may be to 

learn [27]. Discussing what 

worked or what did not work 

and evaluating actual 

outcomes against desired 

outcomes will help in 

developing a strong 

prevention and preparedness 

plan for the next crisis.  

Witnesses also called for 

investing now to build a 

strong digital ecosystem for 

the future. Finland was 

mentioned as an example 

[28]. As part of digital 

transformation, several 

witnesses called for 

development of robust data 

standards and frameworks 

(e.g., for consent, 

interoperability, data 

aggregation, quality, security, 

anonymization, 

pseudonymization, and 

deletion) [29].  

Moreover, several experts 

called for an engaged 

approach with citizens and 

other key stakeholders in 

order to implement privacy 

preserving approaches using 

enabling technologies, 

drawing upon experiences 

globally and applying them 

appropriately to the 

Canadian context [30].  

Lead witnesses did not reach 

a consensus on the way 

forward, nor was this the 

goal of the Witness Webinar. 

Rather, they presented 

diverse perspectives  through 

their interactions on this 

important topic, serving to 

highlight key issues and 

pointing to possible policy 

responses. 
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Appendix: COVID-19 Technologies 
Prepared by Anisha Dhillon 
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North America

Canada Patient self-assessment tool 
Canada Roche Data Science 

Coalition; Self Care Catalysts
Smartphone application

Voluntarily submitted user data (patient 

data from individuals who have tested 

positive, suspect they are positive, or 

who have recovered from COVID-19)

Users can choose to be a data donor, or use the application without donating their data. 

If the user consents to donating their data, the patient data submitted through the 

application is de-identified and anonymized adhering to the de-identification 

methodology of the U.S. Department of Health and Human Services Office for Civil 

Rights. The data is then prepared for a COVID-19 dataset that is shared with the Roche 

Data Science Coalition data repository and made available to the research community. 

Health Storylines. (n.d.). The real hero in the fight against COVID-19 could be You . https://www.healthstorylines.com/

Roche Canada. (n.d.). Roche Data Science Coalition . https://www.rochecanada.com/en/r-d/partnering/data-science-coalition.html

Alberta, Canada Contact tracing
Government of Alberta; Alberta Health 

Services

ABTraceTogether smartphone 

application; Bluetooth
Proximity data

The application does not collect geolocation data and the Bluetooth exchange ID log 

data is encrypted and securely stored on the user's mobile device. The data can only be 

accessed by Alberta Health Services once the user permits access and chooses to 

upload their proximity data. Contact tracers will only request for a user’s proximity data if 

they have tested positive for COVID-19. Personal data is inaccessible to other apps or 

users as only temporary and regularly changing user IDs are exchanged between 

devices. Users also have the option to delete the application and all proximity data 

about them is deleted within 21 days, rendering their user ID exchanges on other 

devices meaningless (Government of Alberta, n. d.)

Health officials concerned that they cannot run Bluetooth in the 

background as this means the app must remain open at all times, which 

drains the battery and other apps may interfere with the running of the 

app. In addition, some have raised concerns about the accuracy and 

efficacy of such solutions on the grounds that Bluetooth is not able to 

pinpoint location exactly, cannot detect walls or other barriers between 

individuals and that the running of the app is only voluntary. 

Government of Alberta. (n.d.). ABTraceTogether FAQ . https://www.alberta.ca/ab-trace-together-faq.aspx#toc-3

Ontario, Canada

Framed as a measure to protect 

frontline responders through 

providing them with access to 

“critical information” about 

individuals who have tested 

positive for COVID-19

 Ontario government; first responders
Database containing "critical information" 

of COVID-19 positive patients 

The “critical information” accessible to 

first responders includes: “names, 

addresses, dates of birth, and whether a 

person had tested positive for COVID-

19” (Powell, 2020)

In a letter to the Solicitor General, the Canadian Civil Liberties Association (CCLA) 

alongside the HIV & AIDS Legal Clinic Ontario (HALCO), the Black Legal Action Centre 

(BLAC), and Aboriginal Legal Services (ALS) outline privacy concerns regarding the 

government’s implementation of the emergency order and request more transparency 

on the procedures and protocols governing the use of the data. (CCLA et al., 2020). 

The concerns noted that the government implemented the emergency 

order to allow first responders access to the database despite the 

opposition of the Information and Privacy Commissioner of Ontario. The 

Privacy Commissioner did not approve the emergency order due to the 

government's inability to prove the measure was necessary. The letter 

calls for more evidence as to why the emergency order is useful and 

necessary, and how it serves its intended purpose. The concerns also 

state that due to the fact that testing for the virus is not widespread in 

Ontario, and there is no indication of when the test was taken, the results 

may be inclusive and provide first responders with a false sense of 

security (CCLA et al., 2020).

Canadian Civil Liberties Association, HIV & AIDS Legal Clinic Ontario, Black Legal Action Centre, Aboriginal Legal Services (2020). CCLA and Partners Question Government on 

Decision to Share Covid-19 Test Results with Police.

https://ccla.org/covid-results-police/ 

Powell, B. (2020, April 24). COVID-19 database ‘extraordinary’ privacy invasion: civil liberties group. The Toronto Star. 

https://www.thestar.com/news/gta/2020/04/24/covid-19-database-extraordinary-privacy-invasion-civil-liberties-group.html

Waterloo, Ontario, Canada

Screening residents of Sunnyside 

Home Long-Term Care for COVID-

19 symptoms

VitalHub Corp; staff and residents at 

Sunnyside Home Long-Term Care

COVID-19 Electronic Screening with 

blockchain-enabled application
Health data of long-term care patients

Compared to paper-based and electronic systems, DOCit claims to provide “real time 

mobile access to important information and tasks… improve quality of care, save time 

and cost, ensure data accuracy, and increase staff satisfaction” (VitalHub, n.d.). Only 

authorized staff members have access to DOCit.

VitalHub. (n.d.). DOCit. https://vitalhub.com/products-and-solutions/docit/
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North America

U.S. 

Mobility tracking; provides real 

time data on human movements 

and travel behaviours, which could 

help identify high risk zone

Mobile marketing industry 

(advertisement firms); U.S. public 

health officials; Policy-makers; 

University institutions and public 

health schools

Location Services on smartphones, e.g. 

GPS, Bluetooth, crowd-sourced Wi-Fi 

hotspots, cellular towers

Geolocation data (mobility data)

By permitting location services for smartphone applications, users opt-in for location 

data collection that is resold to firms from the mobile marketing industry (Tau, 2020). 

There are concerns that users have not consented for data collection or the reselling of 

their data. Through publishing the anonymized and aggregated location data, the 

mobile marketing industry aims to support public health officials and decision-makers in 

evaluating the impact of social distancing measures. Privacy advocates warn that “true 

anonymization of data” is difficult and the combination of other publicly available data 

can result in the ability to track and identify people at an individual level (Tau, 2020).

Prior to the pandemic, U.S. lawmakers made attempts to investigate the 

sale of location data (Ng, 2019). In January 2019, 15 senators signed a 

letter demanding the Federal Trade Commission and the Federal 

Communication Commission carry out investigations into the business 

practices of data aggregators and wireless carriers selling location data.

COVID-19 Mobility Data Network. (n.d.). Network Partnerships . https://www.covid19mobility.org/partners/ 

Hoonhout, T. (2020, April 1). Kansas Says It’s Using Residents’ Cell-Phone Location Data to Fight Pandemic. National Review.  https://www.nationalreview.com/news/coronavirus-kansas-

using-resident-cell-phone-location-data-fight-pandemic/

LotaData. (n.d.) CityDash Data for H umanity. https://citydash.ai/data_for_humanity/public_health

Ng, A. (2019, January 24). 15 senators demand FCC, FTC investigate carriers selling location data. CNET. 

https://www.cnet.com/news/15-senators-demand-fcc-ftc- investigate-carriers-selling-location-data/

Tau, B. (2020, March 28). Government Tracking How People Move Around in Coronavirus Pandemic. Wall Street Journal. https://www.wsj.com/articles/government-tracking-how-people-

move around-in-coronavirus-pandemic-11585393202

U.S. 
Emergency ventilator blockchain 

solution

Rapid Medical Parts; U.S. Defense 

Department 

Blockchain technology powered platform 

for 3-D printed parts and instructions for 

converting sleep apnea machines into 

ventilators

N/A

Rapid Medical Parts was awarded a contract by the U.S. Defense Department for 

converting sleep apnea machines into ventilators, helping to address the need for 

critical supplies. (Van Hoek & Lacity, 2020).

Van Hoek, R., Lacity, M. (2020, April 27). How the Pandemic Is Pushing Blockchain Forward. Harvard Business Review.

https://hbr.org/2020/04/how-the-pandemic-is-pushing-blockchain-forward

West Virginia, U.S. Tracking; quarantine enforcement
Kanawha County; Kanawha County 

sheriffs 
GPS ankle monitors Geolocation data 

County sheriffs were authorized to use GPS bracelets to enforce quarantine for COVID-

19 positive patients who refuse to follow isolation orders  (Izaguirre, 2020). The decision 

was a result of numerous self-isolation violations and the county's high rate of positive 

cases. Media has not covered privacy concerns of residents, privacy advocates, or civil 

liberties associations.

The president of the Kanawha County Commission commented: “We do 

not want to use the GPS ankle bracelets to enforce the quarantines, 

however, if we must we will. This must be taken seriously" (Izaguirre, 

2020).

Izaguirre, A. (2020, April 6). W.Va. judge allows ankle monitors for virus scofflaws. The Associated Press.

https://apnews.com/6b082395194d53b10629bb9bb3d037a2

Westport, Connecticut, U.S.
Social distancing and screening 

for COVID-19 symptoms  
Westport Police Department Aerial Drones

The pilot program was not 

implemented. 

The police department planned to participate in a pilot drone program designed to 

increase efforts towards flattening the curve, in partnership with Dragunfly, a Canadian 

commercial drone company. The CEO of Dragunfly, Cameron Shell, states that in its 

current design the drone is not capable of identifying individuals, however its cameras 

are capable of detecting fever, sneezes, respiratory rates, and social distancing in 

crowds from 190 feet away (Krauth, 2020). Due to privacy concerns raised by residents 

and the American Civil Liberties Union of Connecticut, the Westport Police Department 

announced it would not proceed with the pilot program (Thubron, 2020).

As a result of protests from residents of Westport, and the concerns 

highlighted by the American Civil Liberties Union of Connecticut, the 

Westport Police Department dropped plans to use drones (Thubron, 

2020). The executive director of the ACLU of Connecticut states that the 

focus must shift from piloting “new surveillance technologies” to instead 

meeting urgent needs expressed by health experts such as supporting 

increased testing, flattening the curve through social distancing, and 

meeting the equipment needs of hospitals (Thubron, 2020).

Krauth, D. (2020, April 15). Coronavirus News: Pandemic drones to monitor fever, crowds from above. abc7NY. 

https://abc7ny.com/health/cities-deploying-pandemic-drones-to-monitor-fever-crowds/6102905/

Thubron, R. (2020, April 27). Plan to use coronavirus-detecting drones in US abandoned after residents complain of privacy concerns. TechSpot. 

https://www.techspot.com/news/84994-plan-use-coronavirus-detecting-drones-us-abandoned-after.html

Elizabeth, New Jersey, U.S. Social distancing reminders Elizabeth Police Department Aerial Drones N/A

Drones were used by law enforcement in Elizabeth, New Jersey, with a recorded 

message for residents from the mayor, advising residents to socially distance and stay 

at home (Panico, 2020).

Drones with automated messages were used in China, informing 

residents to wear masks and stay at home (Pietsch, 2020). France and 

Spain used loudspeaker drones to deliver automated messages to 

residents reminding them to maintain social distancing and adhere to 

travel restrictions (Bourdon & Moynihan, 2020). 

Bourdon, M., Moynihan, R. (2020, March 20). One of the largest cities in France is using drones to enforce the country's lockdown after the mayor worried residents weren't taking 

containment measures seriously. Business Insider France . 

https://www.businessinsider.com/coronavirus-drones-france-covid-19-epidemic-pandemic-outbreak-virus-containment-2020-3

Panico, R. (2020, April 9). Drones Used to Yell Social Distancing Rules by N.J. Police. The Patriot-News. 

https://www.govtech.com/public-safety/Drones-Used-to-Yell-Social-Distancing-Rules-by-NJ-Police.html

Pietsch, B. (2020, January 31). China is using drones to scold people for going outside and not wearing masks amid the coronavirus outbreak. Business Insider. 

https://www.businessinsider.com/china-uses-drones-to-patrol-citizens-during-wuhan-coronavirus-outbreak-2020-1?op=1

Central America

Honduras

Access to telemedicine and 

permits to leave the house for 

specific errands

Honduran Government; Emerge;  

Inter-American Development Bank; 

Penta Network; Emergency 

Response Unit

Civitas is a blockchain enabled 

smartphone application

Government ID numbers are linked to 

unique blockchain records

Government ID numbers are linked to unique blockchain records allow users to access 

telemedince services and will indicate if users are able to leave the house for specific 

errands. Government does not view the records, only health care providers are able to 

view the records. Due to lockdown protocols, people are put into categories that inform 

them what day/time they are permitted to leave their house to run specific errands. 

Violators may face fines and imprisonment. The permits allow users to travel amongst 

these day/time specific restrictions. Law enforcement does not have access to the 

records and can only see if the permit indicates if the user is permitted to travel at that 

given time. 

Cuen, L. (2020, April 2). As Governments Rush to Track Coronavirus, Honduras May Offer a Privacy-First Model. CoinDesk. 

https://www.coindesk.com/as-governments-rush-to-track-coronavirus-honduras-may-offer-a-privacy-first-model
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Western Asia

Israel Tracking
Shin Bet domestic intelligence 

agency; Israel Police;  Health Ministry

Shin Bet’s counterterrorism technology 

used to track the mobile phones and 

access the cellular data of COVID-19 

patients

Cellular data

According to government, the cellular data of Israeli citizens is restricted to select 

authorized officials. Privacy concerns and concerns about the accuracy of the 

surveillance methods have been raised by various groups (i.e. the Israel Medical 

Association; Israel Association of Public Health Physicians; the Association for Civil 

Rights in Israel, Arab rights group Adalah and the journalists’ association). The High 

Court of Justice ruled that the government could not continue with the program past 

April 30th or apply for an extension without introducing the practice into legislation.

Under the government’s regulations, Shin Bet will no longer have access 

to the data once the tracking program ends, while the Health Ministry will 

be able to access the data for an additional 60 days. The Israeli 

parliament approved the extension of the tracking program for until May 

26, 2020 permitting the surveillance powers of Shit Bet and the police. 

The legislation process cementing the program is under development.

“Knesset approves extension of Shin Bet’s tracking of virus carriers."(2020). Times of Israel. 

https://www.timesofisrael.com/knesset-approves-extension-of-shin-bets-tracking-of-virus-carriers/

Sokol, S. (2020, April 27). I wasted 2 days holed up in my bedroom thanks to buggy Health Ministry virus app. Times of Israel 

https://www.timesofisrael.com/i-wasted-2-days-holed-up-in-my-bedroom-thanks-to-buggy-health-ministry-virus-app/

Asia-Pacific

South Korea Tracking; quarantine enforcement

The Government of South Korea; 

Ministry of the Interior and Safety;  

Korean Centers for Disease Control 

and Prevention (KCDC)

GPS Smartphone application  Geolocation data 

COVID-19 patients receive orders from medical centres that legally prohibit them from 

leaving their home. The application connects users who have been ordered to self-

quarantine with a local government case officer who checks in twice a day for an update 

on their condition (M.S Kim, 2020). The application uses GPS to keep track of users’ 

locations and alerts both the user and case officer if the user has broken quarantine. 

The article does not confirm if the “local government case officer” is a healthcare 

professional. Ministry official Jung Chang-hyun states that the application is not 

mandatory, and that officials were still continuing to monitor patients and compliance 

with self-isolation through phone calls (M.S Kim, 2020).

Downloading the application became mandatory for new arrivals starting 

April 1st 2020, allowing officials to monitor mandatory self-quarantines 

(Smith et al., 2020). After two weeks of self-quarantine, including no 

further reports of symptoms, the user is notified that they may delete the 

application (Smith et al., 2020). Due to the increase of people violating 

quarantine orders (purposely leaving their phone at home, not answering 

phone calls etc.), the Government of South Korea announced it would 

enforce mandatory tracking wristbands for violators.

Kim, M.S. (2020, March 6). South Korea is watching quarantined citizens with a smartphone app. MIT Technology Review.

https://www.technologyreview.com/2020/03/06/905459/coronavirus-south-korea-smartphone-app-quarantine/

South Korea Tracking; quarantine enforcement

The Government of South Korea; 

Ministry of the Interior and Safety;  

Korean Centers for Disease Control 

and Prevention (KCDC)

Tracking wristbands that connect to the 

GPS Smartphone application via 

Bluetooth and alert law enforcement if a 

user is defying quarantine orders, or 

attempting to remove the wristband 

(Bostock, 2020)

Geolocation data 

Due to the efforts of 17 human rights groups who raised concerns with regard to the 

mandatory enforcement of wristbands for people who are found violating quarantine, 

the Government of South Korea announced the wristbands would only be given to 

patients who provide consent (Smith et al., 2020). While South Korean health officials 

have acknowledged the privacy and civil liberties concerns surrounding the wristbands, 

some maintain that they were a necessary measure to assist with monitoring the 

substantial increase of people in self-quarantine after the government required new 

arrivals to self-isolate for 14-days (“The Latest: Electric bands for Koreans who break 

quarantine,” 2020).

An official from the Ministry of Interior Safety stated that individuals who 

consent to the wristbands caught breaking quarantine orders may be 

eligible for lighter punishment and reduced fines, compared to those who 

break quarantine orders without wristbands (“The Latest: Electric bands 

for Koreans who break quarantine,” 2020).

Smith, J., Shin, H., Cha, S. (2020, April 14). Ahead of the curve: South Korea's evolving strategy to prevent a coronavirus resurgence. Reuters. 

https://www.reuters.com/article/us-health-coronavirus-southkorea-respons/ahead-of-the-curve-south-koreas-evolving-strategy-to-prevent-a-coronavirus-resurgence-idUSKCN21X0MO 

The Latest: Electric bands for Koreans who break quarantine. (2020, April 10). The Associated Press.  https://apnews.com/b93ce6129f6e8f3d2307f3febf5a246d

South Korea Contact tracing

The Ministry of Land, Infrastructure 

and Transport (MOLIT), the 

Government of South Korea; 

healthcare officials; law enforcement 

The "smart-city" database provides 

specific “real-time data feeds on patients, 

including their whereabouts, times spent 

at specific locations, CCTV footage, and 

credit card transactions” (Smith et al., 

2020)

Data is collected from KCDC, “the 

National Police Agency, the Credit 

Finance Association of Korea, three 

telecommunications companies and 22 

credit card companies” (Smith et al., 

2020)

Addressing security and privacy concerns, MOLIT states that access will be limited to 

authorized users, which will depend on police approval. The data will be deleted once 

the pandemic is under control.

An initiative started by the Ministry of Land, Infrastructure and Transport 

(MOLIT), “smart-city” was originally designed for communication between 

cities concerning issues related to traffic and pollution.

Smith, J., Shin, H., Cha, S. (2020, April 14). Ahead of the curve: South Korea's evolving strategy to prevent a coronavirus resurgence. Reuters. 

https://www.reuters.com/article/us-health-coronavirus-southkorea-respons/ahead-of-the-curve-south-koreas-evolving-strategy-to-prevent-a-coronavirus-resurgence-idUSKCN21X0MO 

China Ease lockdown restrictions
Chinese government; mobile 

payment platform Alipay

The Alipay Health Code app runs on the 

Alipay and WeChat smartphone 

applications; QR Codes

The Alipay Health Code app relies on 

self-reported information and 

information from the government such 

as an individual's medical records and 

travel history to generate a colour-

coded QR code which is assigned to 

the Alipay wallet holder (Jao, 2020)

Users took to Chinese social media platforms to express concerns about how the 

application worked, stating there was no transparency regarding how data is stored and 

QR codes are assigned (Davidson, 2020). Some users have reported errors in the code 

system, claiming they were able to change their codes or fluctuate between different 

colours (Davidson, 2020). Researchers from Human Rights Watch have also expressed 

concerns that the technology being used to manage COVID-19 would outlast its 

purpose and become permanent fixtures in China’s surveillance infrastructure (Kuo, 

2020).

The application has been has been implemented in more than 100 

Chinese cities including Hangzhou (Davidson, 2020). The code is 

scanned at a health check point or before entry into a public space. A 

green QR code means the resident is able to gain entry and travel freely, 

yellow indicates that the individual should be in self-isolation, red means 

that the resident is positive for COVID-19 and should be in quarantine. 

The application was seen as essential in monitoring the movement of 

people as cities eased lockdown restriction.

Davidson, H. (2020, April 1). China's coronavirus health code apps raise concerns over privacy. The Guardian . 

https://www.theguardian.com/world/2020/apr/01/chinas-coronavirus-health-code-apps-raise-concerns-over-privacy 

Jao, N. (2020, February 17). Alipay developed China’s national health code rating system. TechNode.

https://technode.com/2020/02/17/alipay-developed-chinas-national-health-code-rating-system/

Kuo, L. (2020, March 9). 'The new normal': China's excessive coronavirus public monitoring could be here to stay. The Guardian. 

https://www.theguardian.com/world/2020/mar/09/the-new-normal-chinas-excessive-coronavirus-public-monitoring-could-be-here-to-stay

China
Medical supply chain blockchain 

solution

Chinese government; Zhejiang 

Provincial Health Commission and 

the Economy and Information 

Technology Department; Alipay

Blockchain enabled solution to address 

concerns in the medical supply chain

Blockchain enabled platform for 

reviewing, recording and tracking the 

demand of critical supplies 

As the supply chain includes various actors such as donors, recipients, and actors 

involved in the delivery and warehousing, the blockchain enabled solution ensures the 

process of recording and verification is tamper-proof and traceable.

Blockchain technology improves coronavirus response.  (2020, February 17). People's Daily Online. http://en.people.cn/n3/2020/0217/c90000-9658792.html
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Asia-Pacific

Hong Kong
Quarantine enforcement of 

inbound travelers

Government of Hong Kong; 

Compathnion Technology

Geofencing technology; StayHomeSafe 

is a smartphone application that connects 

to a tamper-proof bracelet once the user 

scans the QR code on the bracelet

Does not track location; algorithm of 

application relies on signals that are 

unique to the user's home

According to Compathnion Technology, the geofencing technology of the application 

differs from GPS location tracking. Application developers state the application is 

privacy preserving because the algorithm learns from the sample signals of the user's 

home and depends on signals such as the home's "WiFi network, WiFi from nearby, 

Bluetooth, and cellular networks"  (Hui, 2020).

Hui, M. (2020, March 20). Hong Kong is using tracker wristbands to geofence people under coronavirus quarantine. Quartz. 

https://qz.com/1822215/hong-kong-uses-tracking-wristbands-for-coronavirus-quarantine/

Taiwan Tracking; Quarantine enforcement 

Government of Taiwan (Government 

of the Republic of China); 

telecommunications companies

Monitoring of phone signals Location data; cellular data

Referred to as a mobile phone-based "electronic fence,” Taiwan's approach monitors 

phone signals to inform law enforcement if individuals are in contravention of their home 

quarantine orders, or if they have turned their phone off. Concerns have been 

expressed regarding the intrusive nature of the approach, especially with regard to the 

government's partnership with telecommunications companies.

Lee, Y. (2020, March 20). Taiwan's new 'electronic fence' for quarantines leads wave of virus monitoring. Reuters. 

https://www.reuters.com/article/us-health-coronavirus-taiwan-surveillance/taiwans-new-electronic-fence-for-quarantines-leads-wave-of-virus-monitoring-idUSKBN2170SK

India Contact tracing

Government of India; Ministry of 

Electronics and Information 

Technology; Ministry of Home Affairs 

Aarogya Setu smartphone application; 

Bluetooth; GPS
Location data; proximity data

Concerns have been expressed about the transparency of the application, and the 

transfer of data to a central server once a user indicates through the application that 

they are COVID positive. Additionally, while the application started off as voluntary, the 

Ministry of Home Affairs announced the application was mandatory for all public and 

private employees. In response to privacy concerns which have been accumulating 

since the application's implementation in early April, the code for the application went 

open-source on GitHub on May 27th. The government announced a bug bounty 

program offering cash rewards to individuals who are able to find security flaws and 

privacy vulnerabilities. 

Over 114 million users downloaded the application in less than 2 

months, the most downloads of a contact tracing application globally. 

Gill, P. (2020, May 27). Hacking Aarogya Setu can win you ₹1 lakh to ₹3 lakh through the Indian government’s ‘bug bounty’ programme. Business Insider India. 

https://www.businessinsider.in/tech/apps/news/hacking-aarogya-setu-can-win-you-1-lakh-to-3-lakh-through-the-indian-governments-bug-bounty-programme/articleshow/76030048.cms

Phartiyal, S. (2020, May 1). India orders coronavirus tracing app for all workers. Reuters. https://www.reuters.com/article/us-health-coronavirus-india-app-idUSKBN22E07K

Singh, M. (2020, May 26). India’s contact-tracing app is going open-source. TechCrunch. https://techcrunch.com/2020/05/26/aarogya-setu-india-source-code-release/

Singapore Contact tracing

Singapore Ministry of Health and 

Government Technology Agency 

(GovTech)

TraceTogether smartphone application; 

Bluetooth
Proximity data; duration of contact data

When an individual is tested positive for COVID-19, they can grant the Ministry of Health 

access to their proximity and duration of contact data, sending an encrypted log with a 

temporary ID to preserve privacy. The Ministry of Health is able to contact individuals 

who may have been exposed to the virus. On one hand, the collection of proximity and 

duration of contact data between devices is carried out using a peer-to-peer and 

decentralized approach, as the Bluetooth technology is able to provide insight into who 

users have come into contact with, but not where the interaction happened (BlueTrace, 

2020). On the other hand, the contact tracing processes are centralized and carried out 

by trusted public health authorities. 

TraceTogether is a voluntary contact tracing application, as with 

COVIDSafe, TraceTogether does not collect location data. Proximity and 

duration of contact data is deleted from the mobile device every 21 days.

BlueTrace. (2020). Policy . https://bluetrace.io/policy/
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 Eastern Europe and Northern Asia

Russia Tracking; quarantine enforcement Government of Russia
Network of 100,000 facial recognition 

cameras and AI

The network of facial recognition 

cameras is connected to a “COVID-19 

control center that uses AI…to identify 

an individual captured leaving their 

home and identify whether they are 

authorized to do so” (“Russia Uses 

Biometric Surveillance,” 2020). 

Prior to the pandemic, the facial recognition cameras have been used to identify 

protestors and have since continued to garner privacy concerns and criticism (“Russia 

Uses Biometric Surveillance,” 2020). Activist and lawyer Alyona Popova started an 

online petition opposing the facial recognition cameras, gathering “close to 75,000 

signatures prior to the COVID-19 outbreak” (“Russia Uses Biometric Surveillance,” 

2020). 

The system has informed Moscow police of “almost 200 violations of 

quarantine” (“Russia Uses Biometric Surveillance,” 2020).

Russia Uses Biometric Surveillance to Enforce COVID-19 Quarantine (2020, March 30). 

FindBiometrics. https://findbiometrics.com/biometrics-news-russia-uses-biometric-surveillance-enforce-covid-19-quarantine-033002/

 Europe

U.K. Contact tracing NHS; U.K. government
NHS COVID-19 smartphone application; 

Bluetooth
Proximity data

When a user chooses to report themselves through the application as showing 

symptoms of COVID-19 their data is automatically transferred to a central server. Once 

the data is uploaded to the central server, the user cannot delete the information. The 

government has indicated that the data will be used towards public health research 

(Lomas, 2020). The centralization approach taken by the NHS has caused various 

privacy concerns as 177 cybersecurity experts indicated in an open letter to the 

government that the centralized approach “could risk users being de-anonymized, or 

even being used for mass surveillance once the coronavirus pandemic has subsided” 

(Hamilton & Ghosh, 2020).

The NHS COVID-19 app is centralized, compared to the decentralized 

approach of other contact tracing applications. Like the other 

applications, Bluetooth technology is still used for proximity data 

exchanged between smartphones. The application will not be able to use 

Google and Apple's API framework due to its centralized approach.

Hamilton, I.A., Ghosh, S. (2020, May 5). The UK's COVID-19 contact-tracing app probably won't work properly. Business Insider.

https://www.businessinsider.com/experts-question-nhs-contact-tracing-app-will-actually-work-2020-5

Lomas, N. (2020, May 5). NHS COVID-19: The UK’s coronavirus contacts-tracing app explained. TechCrunch. 

https://techcrunch.com/2020/05/05/nhs-covid-19-the-uks-coronavirus-contacts-tracing-app-explained/

The Netherlands
Medical supply chain blockchain 

solution

Government of the Netherlands; 

Tymlez

Blockchain enabled decentralized 

marketplace for critical medical supplies
N/A

Tymlez, a blockchain solution platform is partnering with the Dutch government to 

address concerns in the medical supply chain and the need for critical supplies. Using 

blockchain technology, Tmylez aims to create “transparency about time-sensitive and 

critical supplies such as PPE and ventilators” and reduce “the risk of price hoarding, 

quality issues and even fraud in the network,” allowing for a single version of the truth 

that will enable critical product distribution (Van Hoek & Lacity, 2020).

Van Hoek, R., Lacity, M. (2020, April 27). How the Pandemic Is Pushing Blockchain Forward. Harvard Business Review. 

https://hbr.org/2020/04/how-the-pandemic-is-pushing-blockchain-forward

Switzerland Contact tracing

Government of Switzerland; Federal 

Office of Information Technology, 

Systems and Telecommunication 

(FOITT); the Swiss federal institutes of 

technology in Lausanne and Zurich 

(EPFL and ETHZ). 

SwissCovid smartphone application uses 

Google and Apple's API; Bluetooth

Location data is not collected or shared; 

decentralized Bluetooth identifiers

SwissCovid is the first application to use Google and Apple's Exposure Notifications 

API. One of the developers of SwisCovid states: "In our design, information is processed 

locally and all data are automatically deleted after 21 days. In addition, no user personal 

data is stored centrally, and contact tracing data never leaves the phone unless 

authorized by the user.” The SwissCovid app is also open sourced, so that its design 

and implementation will be available for public inspection" (Schmid, 2020).

Through the amended Epidemics Act, public health authorities will be 

able to operate SwissCovid. It is voluntary and will be "introduced 

throughout Switzerland before the end of June, after being 'rigourously 

tested' in a pilot phase" ("UPDATE: Swiss government gives green light 

to new coronavirus tracking app," 2020).

Schmid, F. (2020, May 25). Swiss tracing app goes on trial. ETH Zurich . 

https://ethz.ch/en/news-and-events/eth-news/news/2020/05/swiss-covid-app.html

UPDATE: Swiss government gives green light to new coronavirus tracking app. (2020, May 22). The Local.

https://www.thelocal.ch/20200522/update-the-government-has-approved-legal-basis-for-the-swisscovid-app
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Oceania

Western Australia Tracking; quarantine enforcement
Western Australia State Emergency 

Coordinator; law enforcement 

Wearable electronic monitoring devices; 

home surveillance hardware
Geolocation data 

The Emergency Management Amendment (COVID-19 Response) Bill 2020 allows the 

State Emergency Coordinator of Western Australia to enforce wearable electronic 

monitoring devices and order the installation of home surveillance devices for 

individuals who are in contravention of self-isolation orders. The powers of the State 

Emergency Coordinator of Western Australia can only be activated in a state of 

emergency, however the enforcement of wearables and home surveillance does not 

have a sunset clause corresponding to the containment of the COVID-19 pandemic, 

which has caused concern amongst privacy advocates and Civil Liberties Australia 

(Fernandes, 2020). 

The only amendment that has a sunset clause is the suspension of the 

right to silence, which in a state of emergency compels individuals to 

answer questions from law enforcement so that officers may gather 

contact tracing information (Fernandes, 2020).

Fernandes, A. (2020, April 11). Electronic tracking devices among new coronavirus powers for WA security agencies. SBS News. 

https://www.sbs.com.au/news/electronic-tracking-devices-among-new-coronavirus-powers-for-wa-security-agencies

Australia Contact tracing

Australian Government Department of 

Health; residents of Australia; 

Amazon Web Services

COVIDSafe, smartphone application Proximity data

Without collecting location data, the COVIDSafe application is able to identify other 

devices running COVIDSafe using Bluetooth technology and records proximity data that 

is encrypted and securely stored on the user’s mobile device (Department of Health, 

2020). The encrypted information is inaccessible to the user and can only be viewed by 

health officials if they receive permission from the user. When a user grants health 

officials permission to their encrypted information it is “uploaded to a highly secure 

information storage system” hosted by Amazon Web Services (AWS) (Welch & Besser, 

2020). The encrypted contact information is retained for 21 days, after which it is 

permanently deleted, keeping in line with the COVID-19 incubation period and testing 

time estimates. The Health Minister “issued a Determination under the Biosecurity Act to 

protect people’s privacy and restrict access to information from the app.” The Australian 

Government will introduce draft legislation in Parliament to work towards cementing the 

privacy protections outlined in the determination into primary legislation (Attorney-

General's Department, 2020). As a result, it is a criminal offence to use the application in 

ways not regulated by the act. Meaning, healthcare officials can only access information 

for contact tracing purposes. The determination states that the data must remain in 

Australia, enshrining in legislation that data cannot cross borders will ease the concerns 

of those worried about Australian data being stored offshore through AWS and therefore 

being subjected to U.S. legislation under the CLOUD Act. (Welch & Besser, 2020).  

Once the COVID-19 pandemic ends, the application will prompt users to 

delete COVIDSafe, destroying all of the encrypted information stored on 

the mobile device (Australian Government Department of Health, 2020). 

The data stored in the AWS hosted information storage system will also 

be deleted at the end of the pandemic. While users also have the option 

to delete the application and the associated data from their mobile device 

at any time, information stored in the information management system 

will be destroyed at the end of the pandemic, unless a user submits a 

"request data deletion form" for prompt data deletion (Department of 

Health, 2020).

Australian Government Department of Health. (2020). COVIDSafe app . 

https://www.health.gov.au/resources/apps-and-tools/COVIDSafe-app#

Welch, D., Besser, L. (2020, April 27). Experts warn there are still legal ways the US could obtain COVIDSafe data. ABC News.

https://www.abc.net.au/news/2020-04-28/covidsafe-tracing-app-data-may-not-be-protected-from-usa/12189372

New Zealand Contact tracing

New Zealand Government; Health 

Ministry; National Close Contact 

Service (NCCS)

NZ COVID Tracer, smartphone 

application; QR codes
Previously visited public location data

Users will create a “digital diary” of the locations they have visited by scanning QR 

codes posted at the entrances of businesses and public spaces. The information is 

stored in the app for 31 days after which it is automatically deleted. NZ COVID has gone 

through independent security testing and the Ministry of Health has consulted with the 

Privacy Commissioner. The digital diary entries are stored on the user’s phone and the 

user has the choice to share their data with the NCCS. 

The next update of the app will be able to notify individuals who have 

been at the same location at the same time as someone who tested 

positive for COVID-19, allowing them to send their digital diary to contact 

tracers.

Ministry of Health Manatū Hauora. (n.d.). NZ COVID Tracer app.

https://www.health.govt.nz/our-work/diseases-and-conditions/covid-19-novel-coronavirus/covid-19-health-advice-general-public/contact-tracing-covid-19/nz-covid-tracer-app
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